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ARTICLE INFO ABSTRACT

Business Process Outsourcing firms have become integral to
Malaysia’s post pandemic digital economy by providing non-core
services such as information technology support, customer service, and
) business process administration. Alongside this growth, BPO firms
Recglved: 12 June 2025 face increasing exposure to data security breaches, fraud risk, and
Revised: 1 January 2026 cyber threats, raising concerns about operational performance and
Accepted: 12 February 2026 governance quality. This study examines the effects of outsourcing
strategy, data security, fraud risk, and cyber threats on the operational
performance of Malaysian BPO firms listed on Bursa Malaysia during
the 2021 to 2024 period, and analyzes the implications of operational
performance for good governance. Using a quantitative explanatory
Outsourcing (BPO), Outsourcing design and Partial Least. Squares Structural Equat.ion Modlein.g, the
Strategy, Data Security, Fraud stqu finds that outsourcmg strategy and data se.curlty ha\./e significant
Risk, Cyber Threat, Operational positive effects on operatlonal performance, while fraud risk and cyber

threats exert significant negative effects. The results further
demonstrate that operational performance positively influences good
governance and mediates the relationship between outsourcing
strategy, digital risk factors, and governance outcomes. The study
contributes theoretically by integrating fraud risk and cyber threat into
an outsourcing performance governance framework, thereby extending
agency and stakeholder perspectives in digital outsourcing contexts.
Practically, the findings offer insights for managers and regulators on
aligning outsourcing decisions with digital risk management and
governance practices to enhance accountability, transparency, and
operational resilience in the BPO sector.
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INTRODUCTION

Business Process Outsourcing (BPO) has become a cornerstone of operational efficiency for companies
globally. In Malaysia, BPO firms classified under the Multimedia Super Corridor play a critical role in
delivering specialised non-core services such as customer support, IT operations, and administrative
processing. As digital transformation accelerates in the post-pandemic era, Malaysian BPO firms are
projected to make significant contributions to national economic growth (Hori, 2023; Hayashi,
2023).Despite these opportunities, BPO companies face increasing threats related to data breaches,
internal fraud, and cybersecurity risks (Jouini et al., 2014; Zhang et al., 2021). Moreover, as firms
increasingly outsource their operations, ensuring alignment with good corporate governance principles
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becomes more challenging yet essential (OECD, 2004; Azizah et al., 2024). Weak internal controls and
insufficient risk management mechanisms can undermine transparency, accountability, and stakeholder
trust, thereby exposing organisations to heightened operational and governance risks (Freeman, 1984;
Dorminey et al., 2012).This study focuses on how outsourcing strategies, data security, fraud risk
management, and cyber threats influence the operational performance of BPO companies in Malaysia.
It also examines the extent to which improved operational performance contributes to the
implementation of good governance. By focusing on BPO firms listed on Bursa Malaysia during the
2021 to 2024 period, this research responds to the growing need for empirical evidence within an
industry that plays a strategic role in the digital economy yet remains underexplored in governance and
risk management studies (Mclvor, 2009; Mehta et al., 2020).

In recent years, the BPO industry has experienced accelerated transformation driven by global
digitisation and increasing client complexity. In emerging markets such as Malaysia, BPO firms have
become critical enablers of cost efficiency, agility, and scalable service delivery across multiple sectors.
However, reliance on third-party vendors has amplified concerns related to data protection,
cybersecurity, and ethical vulnerabilities. Regulatory reports and governance studies increasingly
highlight that BPO firms face heightened exposure not only to technological disruption but also to
governance lapses and fraud incidents that are frequently underreported or institutionally overlooked
(OECD, 2004; Azizah et al., 2024). These conditions underscore the need for a more integrated
examination of operational risk and governance within digital outsourcing environments. Although prior
research has examined the strategic and operational dimensions of outsourcing (Mclvor, 2009; Mehta
et al., 2020), limited empirical work has incorporated behavioural and integrity-based risks, particularly
fraud risk and cyber threats, within the BPO context (Dorminey et al., 2012; Jouini et al., 2014; Zhang
et al., 2021). Moreover, existing studies often position good governance as a contextual or antecedent
factor rather than as an outcome shaped by operational performance, especially in information-intensive
and high-risk service environments (OECD, 2004; Freeman, 1984). From a theoretical perspective, this
creates an incomplete understanding of how agency problems, stakeholder accountability, and risk
governance interact within outsourced digital ecosystems. Practically, BPO firms and regulators
continue to face challenges in aligning outsourcing strategies with effective digital risk mitigation and
governance implementation amid escalating cybersecurity incidents and fraud exposure (Azizah et al.,
2024).Accordingly, this study aims to (1) examine the effects of outsourcing strategy, data security,
fraud risk, and cyber threats on the operational performance of Malaysian BPO firms; (2) analyse the
impact of operational performance on good governance; and (3) investigate the mediating role of
operational performance in the relationship between digital risk factors and governance outcomes. The
novelty of this research lies in its integrated risk performance governance framework, which
simultaneously incorporates fraud risk and cyber threat constructs into a BPO outsourcing model and
empirically positions operational performance as a governance enabling mechanism. By focusing on
BPO firms listed on Bursa Malaysia, this study provides context-specific empirical insights that remain
underexplored in the existing outsourcing, digital risk, and governance literature.

LITERATURE REVIEW AND HYPOTHESES DEVELOPMENT

Outsourcing Strategy

Outsourcing decisions are primarily grounded in Agency Theory and Transaction Cost Theory. Agency
Theory explains outsourcing as a mechanism to reduce agency conflicts by transferring non-core
activities to specialized external providers (Jensen & Meckling, 1976). Transaction Cost Theory further
argues that firms outsource when external coordination costs are lower than internal governance costs
(Williamson, 1979). Through outsourcing, organizations seek cost efficiency, access to specialized
expertise, and enhanced operational flexibility.

Mclvor (2009) identifies cost efficiency, access to external capabilities, and strategic focus as key
dimensions of effective outsourcing strategies. Empirical studies further demonstrate that well-aligned
outsourcing strategies enhance organizational agility and competitiveness, particularly in service-based
industries operating in dynamic environments (Suresh & Ravichandran, 2022).
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Data Security

Data security is rooted in Information Risk Management Theory, which conceptualizes information
security as a systematic process of identifying, assessing, and mitigating risks associated with
organizational data assets (Blakley et al., 2001). Contingency Theory complements this view by
emphasizing that security mechanisms must be aligned with organizational context, technological
complexity, and risk exposure.

Effective data security encompasses confidentiality, integrity, availability, authentication, and non-
repudiation of information (Whitman & Mattord, 2011; Bandyopadhyay et al., 2010). In digital
outsourcing environments, weak data protection exposes firms to service disruptions, reputational
damage, and regulatory sanctions. Recent studies highlight the role of advanced technological solutions,
including blockchain-based auditing and cloud assurance mechanisms, in strengthening data security
governance (Mishra et al., 2021).

Fraud Risk Management

Fraud risk management is traditionally explained through the Fraud Triangle Theory, which identifies
pressure, opportunity, and rationalization as key drivers of fraudulent behaviour (Cressey, 1953). The
Fraud Diamond Theory extends this framework by incorporating individual capability as an additional
determinant of fraud occurrence (Dorminey et al., 2012). The COSO framework further emphasizes
internal control systems as the primary mechanism for fraud prevention and detection.

In BPO firms, fraud risk is amplified by high transaction volumes, multi-client data environments, and
reliance on temporary or rotating labour forces. These structural characteristics increase opportunities
for misconduct and complicate monitoring processes. Consequently, fraud risk in BPO contexts is not
merely an internal governance concern but a direct threat to service quality, contractual compliance,
and client trust. Prior studies confirm that ineffective fraud risk management undermines operational
performance and governance credibility (Dorminey et al., 2012; Mehta et al., 2020; Azizah et al., 2024;
Arifin & Koerniawan, 2025).

Cyber Threats

Cyber threats are a central concern in information security theory, which posits that unmanaged digital
threats disrupt business continuity and operational resilience (Anderson, 2003). In BPO ecosystems,
cyber risks such as phishing, malware, and denial of service attacks are increasingly prevalent due to
extensive data sharing and decentralized operational structures (Jouini et al., 2014).

Empirical evidence suggests that cyber threats negatively affect operational efficiency by causing
system downtime, data breaches, and reputational losses (Zhang et al., 2021; Wu et al., 2024). Despite
this, many outsourcing studies treat cybersecurity as a peripheral IT issue rather than as a core
performance determinant. Integrating cyber threat exposure into operational analysis is therefore
critical, particularly for digital-first service industries such as BPOs. Governance-driven cybersecurity
frameworks have been shown to mitigate these risks when properly enforced (Mishra et al., 2021;
Piacenza et al., 2021).

Good Governance

Good governance is grounded in Stakeholder Theory, which emphasizes accountability, transparency,
and responsibility toward diverse stakeholder groups (Freeman, 1984). The OECD principles further
define governance quality through fairness, disclosure, and effective control mechanisms (OECD,
2004). Prior studies demonstrate that strong governance structures enhance long-term organizational
performance and institutional trust (Aguilera & Cuervo Cazurra, 2009).

Empirical evidence from Malaysian institutions confirms that governance effectiveness is closely linked
to accountability practices at the operational level (Azizah et al., 2024). In service-oriented industries,
governance outcomes are not only shaped by board structures but also by frontline operational systems
that support monitoring, reporting, and risk escalation.
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Outsourcing Strategy and Operational Performance

Agency Theory and Transaction Cost Theory suggest that strategic outsourcing reduces coordination
inefficiencies and allows firms to concentrate on core competencies. Empirical studies show that
outsourcing strategies enhance operational flexibility, productivity, and service quality (Mclvor, 2009;
Suresh & Ravichandran, 2022). Therefore, the following hypothesis is proposed:

H1: Outsourcing strategy positively affects operational performance.

Data Security and Operational Performance

Effective data security ensures the confidentiality, integrity, and availability of organizational
information, thereby minimizing operational disruptions and enhancing customer trust (Blakley et al.,
2001; Whitman & Mattord, 2011). Empirical findings indicate that strong data protection frameworks
contribute positively to operational stability and performance (Bandyopadhyay et al., 2010; Mishra et
al., 2021). Hence:

H2: Data security positively affects operational performance.

Fraud Risk and Operational Performance

Fraud risk management is grounded in the Fraud Triangle Theory, which identifies pressure,
opportunity, and rationalization as the primary drivers of fraudulent behaviour (Cressey, 1953), and is
further reinforced by the COSO framework, which emphasises the role of internal control systems in
preventing and detecting fraud (COSO, 2013). Strong internal controls reduce opportunities for fraud
by limiting discretionary behaviour and strengthening monitoring mechanisms. Empirical evidence also
highlights the role of individual capability and rationalisation in influencing fraud occurrence and its
impact on organisational outcomes (Dorminey et al., 2012).

Existing research frequently associates fraud risk with weak internal controls or deficient ethical
cultures, particularly within the public sector and financial institutions. However, the Business Process
Outsourcing industry presents distinct structural vulnerabilities due to its reliance on transient labour
forces, high transaction volumes, and multi-client data environments. These characteristics increase
exposure to fraudulent behaviour and complicate detection and mitigation processes. In BPO firms,
fraud risk extends beyond internal governance concerns, as fraudulent incidents directly affect service
quality, contractual compliance, and client trust. Consequently, fraud risk represents not only an
operational hazard but also a strategic governance issue, particularly in sectors where fiduciary
responsibilities are delegated to third-party service providers (Dorminey et al., 2012; Mehta et al., 2020;
Azizah et al., 2024; Arifin & Koerniawan, 2025). Therefore, the following hypothesis is proposed:
H3: Fraud risk negatively affects operational performance.

Cyber Threat and Operational Performance

Cyber threats are central to Information Security Theory, which posits that unmanaged digital threats
disrupt business continuity and undermine organisational resilience (Anderson, 2003). Empirical
studies consistently demonstrate that cyber threats such as data breaches, ransomware, and phishing
attacks negatively affect operational efficiency by causing system downtime, financial losses, and
reputational damage (Zhang et al., 2021; Wu et al., 2024).

Within BPO environments, cyber threats pose both technical and reputational risks due to decentralised
operational structures and extensive third-party data handling. These conditions heighten vulnerability
to security breaches and identity theft. Despite this, a significant portion of outsourcing literature
continues to treat cybersecurity as a peripheral information technology concern rather than as an
integrated determinant of operational performance. This study reconceptualises cyber threat exposure
as a core performance factor in digital-first service industries such as BPO. By incorporating cyber
threats into the operational performance framework, this research underscores the importance of
embedding information security governance within day-to-day operations, shifting organisational
responses from reactive compliance toward proactive risk architecture (Anderson, 2003; Zhang et al.,
2021; Wuet al., 2024; Mishra et al., 2021; Piacenza et al., 2021). Accordingly, the following hypothesis
is formulated:

H4: Cyber threats negatively affect operational performance.
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Operational Performance and Good Governance

The relationship between operational performance and good governance is strongly supported by
Stakeholder Theory, which emphasises accountability, transparency, and responsibility toward
stakeholders as essential governance principles (Freeman, 1984). The OECD principles of corporate
governance further assert that effective governance is reflected in the organisation’s ability to deliver
reliable performance while ensuring appropriate control and disclosure mechanisms (OECD, 2004).
Empirical studies demonstrate that strong operational performance enhances stakeholder confidence
and supports the consistent implementation of governance practices (Aguilera & Cuervo Cazurra, 2009;
Azizah et al., 2024).

Although good governance is traditionally examined through board structures and shareholder
oversight, its operational foundations are often overlooked. In service-oriented industries such as BPO,
governance outcomes are shaped by frontline operational systems, including performance monitoring,
escalation procedures, and real-time risk reporting. By empirically linking operational performance
metrics to governance quality, this study contributes to the growing discourse on governance
implementation beyond formal structures. It responds to increasing academic and regulatory interest in
how outsourcing firms can institutionalise ethical conduct, client transparency, and control assurance
through daily operational practices (Aguilera & Cuervo Cazurra, 2009; OECD, 2004; Christiansson &
Rentzhog, 2020; Pekoz, 2025; Azizah et al., 2024). Thus, the following hypothesis is proposed:

HS5: Operational performance positively affects good governance.

Outsourcing Strategy and Good Governance

Strategic outsourcing arrangements influence governance outcomes by enhancing transparency,
clarifying accountability, and strengthening control over vendor relationships. When outsourcing
strategies are aligned with governance objectives, firms are better positioned to monitor third-party
activities and enforce compliance standards. Empirical evidence indicates that outsourcing practices
integrated with governance frameworks contribute positively to governance effectiveness (Mehta et al.,
2020). Accordingly, this study proposes the following hypothesis:

H6: Outsourcing strategy positively affects good governance.

METHODOLOGY

Research Design

This study adopts a quantitative, explanatory research design using Structural Equation Modeling with
Partial Least Squares (SEM-PLS). SEM-PLS is particularly suitable for testing complex causal
relationships among latent constructs in predictive research models and is widely recommended for
studies involving small to medium sample sizes and non-normal data distributions (Hair et al., 2021;
Hair et al., 2022). Compared to covariance-based SEM, PLS SEM prioritises variance explanation and
is therefore appropriate for theory development in emerging research contexts, including governance
and risk management in Business Process Outsourcing industries (Hair et al., 2022; Ghozali, 2023).

Population and Sample

The population of this study consists of Business Process Outsourcing companies listed on Bursa
Malaysia during the 2021 to 2024 period. A purposive sampling technique was employed due to the
industry-specific nature of the research and the need to ensure data availability and comparability across
firms. Listed BPO firms were selected because they provide audited disclosures and structured
governance information, which are essential for analysing operational performance and governance
practices within regulated outsourcing environments.

Data Collection
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Primary data were collected using structured questionnaires distributed via email and online survey
platforms. The questionnaire items were measured using a five-point Likert scale ranging from strongly
disagree to strongly agree. This approach enables the systematic capture of respondents’ perceptions
regarding outsourcing strategy, data security, fraud risk, cyber threat exposure, operational
performance, and good governance practices.

To ensure content validity, measurement items were adapted from previously validated instruments and
refined to suit the Malaysian BPO context. The questionnaire was reviewed by academic experts and
industry practitioners prior to distribution to confirm clarity, relevance, and contextual appropriateness.

Measurement Model Specification

All latent constructs in this study, namely outsourcing strategy, data security, fraud risk, cyber threat,
operational performance, and good governance, were modelled as reflective constructs in accordance
with established measurement theory. Reflective specification was selected because the observed
indicators are assumed to be manifestations of the underlying latent variables rather than formative
components.

Measurement Model Evaluation

The assessment of the measurement model focused on validity and reliability testing. Convergent
validity was evaluated using Average Variance Extracted, with values exceeding the recommended
threshold of 0.50 indicating adequate convergence. Construct reliability was assessed using Composite
Reliability and Cronbach’s Alpha, with values above 0.70 confirming internal consistency (Hair et al.,
2022).

Discriminant validity was examined using the Fornell-Larcker criterion and the Heterotrait Monotrait
ratio. These procedures ensure that each construct is empirically distinct from other constructs in the
model and measures a unique conceptual domain.

Structural Model Evaluation

The structural model was evaluated by examining path coefficients, coefficient of determination, and
predictive relevance. The explanatory power of the model was assessed using R-squared values for
endogenous constructs, while predictive relevance was evaluated using the Stone-Geisser Q-squared
statistic obtained through the blindfolding procedure. Path significance was tested using a bootstrapping
procedure with 5,000 resamples to ensure robust statistical inference (Hair et al., 2022).

Model fit was assessed using the Standardized Root Mean Square Residual, with values below 0.08
indicating acceptable model fit (Ghozali, 2023).

Mediation Analysis

Mediation analysis was conducted to examine the indirect effects of outsourcing strategy, data security,
fraud risk, and cyber threat on good governance through operational performance. The significance of
indirect effects was assessed using the bootstrapping approach, allowing for the identification of partial
or full mediation effects within the structural model.

Methodological Rigor

The combination of rigorous measurement validation, structural model evaluation, and mediation
testing ensures both the reliability of the measurement model and the validity of the structural
relationships examined in this study. This methodological approach supports the robustness of the
empirical findings and strengthens the credibility of the conclusions drawn.

RESULTS AND DISCUSSION

This section presents the results of the Partial Least Squares Structural Equation Modeling (PLS-SEM)
analysis conducted using SmartPLS version 4.0. The analysis evaluates both the measurement model
(outer model) and the structural model (inner model), including indicator reliability, construct validity,
and hypothesis testing.
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Measurement Model Evaluation
Convergent Validity
Convergent validity was assessed using indicator factor loadings and Average Variance Extracted
(AVE). As presented in Table 1, all indicator loadings exceed the recommended threshold of 0.70,
indicating satisfactory indicator reliability. In addition, AVE values for all constructs are above 0.50,
confirming that each construct explains more than half of the variance of its indicators and thus
demonstrates adequate convergent validity.

Table 1. Measurent Model Results (Factor Loadings, CR, and AVE)

Composite Reliability Average Variance Extracted

Construct Indicator Loading (CR) (AVE)
Strategi Outsourcing XI1.1 0.82 0.90 0.69
X1.2 0.79
X1.3 0.85
X1.4 0.76
Data Security X2.1 0.88 0.91 0.72
X2.2 0.93
X2.3 0.86
X2.4 0.79
X2.5 0.81
Fraud Risk X3.1 0.81 0.89 0.66
X3.2 0.78
X3.3 0.84
X3.4 0.77
X3.5 0.80
Cyber Threat X4.1 0.87 0.91 0.69
X4.2 0.82
X4.3 0.85
X4.4 0.80
X4.5 0.83
g;?;“ng’;fe YLl 089 0.93 0.73
Y1.2 0.85
Y1.3 0.91
Y1.4 0.88
Y15 0.86
Good Governance  Z1.1 0.84 0.92 0.70
71.2 0.82
713 0.86
Z1.4 0.83
Z1.5 0.80
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Reliability Analysis

Construct reliability was evaluated using Composite Reliability (CR) and Cronbach’s Alpha. As shown
in Table 1, all CR values exceed the minimum threshold of 0.70, and Cronbach’s Alpha values are also
above 0.70. These results indicate satisfactory internal consistency and confirm that all constructs are
reliably measured.

Discriminant Validity

Discriminant validity was assessed using the Fornell-Larcker criterion and the Heterotrait-Monotrait
(HTMT) ratio. The square roots of AVE for each construct are greater than their respective inter-
construct correlations, satisfying the Fornell-Larcker criterion. Furthermore, all HTMT values are
below the conservative threshold of 0.85, confirming that each construct is empirically distinct and that
discriminant validity is established.

Structural Model (Inner Model) Evaluation

Model Fit (Goodness of Fit)

The overall model fit was assessed using the Standardized Root Mean Square Residual (SRMR). The
SRMR value of 0.06 is below the recommended threshold of 0.08, indicating that the proposed
structural model demonstrates a good fit with the observed data.

4.2.2 Coefficient of Determination (R?)

The coefficient of determination (R?) was used to evaluate the explanatory power of the model. As
presented in Table 3, operational performance achieves an R? value of 0.63, indicating strong
explanatory power, while good governance records an R? value of 0.49, indicating moderate
explanatory power. According to Hair et al. (2021), these values are considered substantial for
predictive models.

Table 3. R-Square (R?) Values of Endogenous Constructs

Construct R? Interpretation
Operational Performance 0.63 Strong explanatory power
Good Governance 0.49 Moderate explanatory power

Source: Research Results (2025)

Effect Size ()

Effect size (f?) analysis was conducted to assess the relative contribution of each exogenous construct
to the endogenous variables. The results indicate that the outsourcing strategy and data security exert
medium effects on operational performance, while fraud risk and cyber threat exhibit small to medium
negative effects. These magnitudes are consistent with Cohen’s (1988) guidelines and suggest
meaningful practical relevance.

Predictive Relevance (Q?)

Predictive relevance was assessed using the Stone—Geisser Q? value obtained through the blindfolding
procedure. All endogenous constructs exhibit Q* values greater than zero, indicating that the model
possesses satisfactory predictive relevance.

98



Asean International Journal of Business Vol.6 No.1 (2026)

* Qutsourcing
Shategy
X1

Figure 1. Structural Model of the Research Framework
Source: Research Results (2025)

Path Coefficient

The structural relationships among the constructs were examined through path coefficients, t-statistics,
and p-values obtained from the bootstrapping procedure. As presented in Table 2, all hypothesised
relationships are statistically significant at the 5 percent level. These results underscore the relevance of
integrating operational drivers with governance outcomes, especially within high-risk, information-
driven sectors such as BPO. The inclusion of fraud risk and cyber threat as key predictors expands the
analytical scope of BPO performance modelling beyond the traditional efficiency and cost focus (Mehta
et al., 2020; Christiansson & Rentzhog, 2020), providing empirical support for more comprehensive
digital governance frameworks in outsourcing ecosystems.

Table 2. SEM Path Coefficients and Hypothesis Testing

Hypothesis Relationship Path Coefficient (3) Description
Hi Outsourcing ~ Strategy = —  Operational 032 (Supported)
Performance

H2 Data Security — Operational Performance 0.28 (Supported)
H3 Fraud Risk — Operational Performance -0.21 (Supported)
H4 Cyber Threat — Operational Performance -0.18 (Supported)
HS5 Operational Performance — Good Governance (.39 Supported)

Hé6 Outsourcing Strategy — Good Governance 0.25 (Supported)

99



Strategic Outsourcing in the Digital Age: Cyber Risk Management and Operational Performance in Malaysian
BPOs

The results indicate that the outsourcing strategy and data security have significant positive effects on
operational performance, while fraud risk and cyber threat exert significant negative effects.
Operational performance, in turn, significantly enhances good governance. In addition, an outsourcing
strategy has a direct positive effect on good governance.

The path coefficient analysis further confirms the hypothesised relationships. Outsourcing strategy and
data security show significant positive effects on operational performance, supporting the view that
strategic outsourcing and robust information protection enhance organisational efficiency (Mclvor,
2009; Suresh & Ravichandran, 2022; Whitman & Mattord, 2011; Mishra et al., 2021). In contrast, fraud
risk and cyber threat exhibit significant negative effects on operational performance, indicating that
unmanaged integrity and cybersecurity risks undermine service quality and operational resilience
(Dorminey et al., 2012; Wu et al., 2024). Operational performance demonstrates a strong positive effect
on good governance, reinforcing the argument that governance quality is closely linked to the
effectiveness of daily operations (Aguilera & Cuervo-Cazurra, 2009). Additionally, an outsourcing
strategy has a direct positive effect on good governance, suggesting that transparent vendor
management contributes to improved accountability and oversight (Mehta et al., 2020).

Discussion

The findings of this study highlight the strategic importance of outsourcing decisions and data security
in shaping operational performance within Malaysian Business Process Outsourcing firms. The positive
relationship between outsourcing strategy and operational performance supports the view that
outsourcing is not merely a cost reduction mechanism but a strategic tool for enhancing organisational
agility, specialisation, and resource allocation. This finding aligns with Agency Theory and Transaction
Cost Theory, which posit that outsourcing reduces coordination inefficiencies and allows firms to focus
on core competencies (Jensen & Meckling, 1976; Williamson, 1979). Consistent with prior empirical
evidence, effective outsourcing strategies enable firms to improve flexibility and competitiveness in
dynamic service environments (Mclvor, 2009; Suresh & Ravichandran, 2022), a pattern also observed
in regional BPO ecosystems in Asia (Hayashi, 2023; Hori, 2023).

Data security also emerges as a critical driver of operational performance, reinforcing the principle that
organisational continuity depends on the protection of information confidentiality, integrity, and
availability (Blakley et al., 2001; Whitman & Mattord, 2011). In data-intensive industries such as BPO,
inadequate information security undermines client trust and exposes firms to operational disruptions
(Bandyopadhyay et al., 2010). The findings lend support to recent studies that highlight the role of
advanced security mechanisms, including blockchain-based auditing and externalised security
frameworks, in mitigating digital risks and sustaining operational resilience (Mishra et al., 2021; Wu et
al., 2024; Zhang et al., 2021).

In contrast, fraud risk and cyber threats exhibit significant negative relationships with operational
performance, confirming that unmanaged integrity and cybersecurity risks erode organisational
efficiency and reliability. This result is consistent with Fraud Triangle Theory and its extensions, which
explain how opportunity, rationalisation, and capability contribute to fraudulent behaviour and
organisational harm (Cressey, 1953; Dorminey et al., 2012). In the BPO context, where firms operate
in high transaction volume and multi-client data environments, fraud and cyber incidents not only
generate financial losses but also damage reputational capital and governance credibility (Arifin &
Koerniawan, 2025). These findings reinforce prior evidence that proactive fraud surveillance and robust
information technology governance are essential components of sustainable service delivery
(Christiansson & Rentzhog, 2020; Singh et al., 2024).

The positive association between operational performance and good governance underscores the
operational foundations of governance quality. Consistent with Stakeholder Theory and OECD
governance principles, transparency, accountability, and responsibility are most effectively realised
when daily operations are efficient, well monitored, and supported by reliable performance systems
(Freeman, 1984; OECD, 2004; Aguilera & Cuervo-Cazurra, 2009). Evidence from Malaysian public
institutions and state-owned enterprises further supports the argument that governance outcomes are
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closely linked to operational metrics and control practices at the unit level (Azizah et al., 2024).
Moreover, the direct effect of outsourcing strategy on good governance suggests that transparent and
well-governed vendor relationships strengthen oversight mechanisms and enhance stakeholder
confidence (Mehta et al., 2020; Ghosh et al., 2016).

From a theoretical perspective, this study confirms the relevance of Agency Theory and Stakeholder
Theory in explaining governance dynamics within digital outsourcing environments. By reducing
information asymmetry and aligning incentives across internal and external actors, firms can
simultaneously enhance operational efficiency and governance resilience (Freeman, 1984; Anwar et al.,
2025). Comparable patterns have been observed in digital financial services and regional supply chain
ecosystems, where outsourcing and risk management jointly underpin strategic performance (Salim et
al., 2025; Ponciano & Amaral, 2021).

Methodologically, the use of Partial Least Squares Structural Equation Modelling strengthens the
robustness of these theoretical insights by demonstrating substantial explanatory power for both
operational performance and governance outcomes. This supports the argument that integrating an
outsourcing strategy, data security, fraud risk, and cyber threat into a unified analytical framework
provides a more comprehensive understanding of performance governance in BPO firms.

Finally, the findings offer practical contributions by outlining a governance-integrated outsourcing
perspective for BPO practitioners. The results suggest that firms should move beyond efficiency-driven
outsourcing models and embed risk-aware governance mechanisms into daily operations. This includes
investments in cybersecurity infrastructure, internal fraud detection systems, and performance-based
governance indicators that reinforce transparency and accountability. Such an approach is increasingly
relevant for BPO leaders navigating digital transformation, knowledge management challenges, and
technology-driven service delivery models (Pekoz, 2025; Wong & Ngai, 2025; Yu, 2023; Zhong et al.,
2025).

Overall, this study demonstrates that operational performance functions as a critical conduit through
which outsourcing strategy and digital risk management shape governance quality. By positioning
governance as an outcome of operational design and risk management rather than merely a compliance
function, the findings provide meaningful insights for scholars, regulators, and practitioners operating
within complex and technology-intensive outsourcing environments.

CONCLUSION

This study examined the effects of outsourcing strategy, data security, fraud risk, and cyber threats on
operational performance and their implications for good governance within Malaysian Business Process
Outsourcing firms. Using a Partial Least Squares Structural Equation Modeling approach, the findings
demonstrate that strategic outsourcing and robust data security practices contribute positively to
operational performance, while fraud risk and cyber threats exert detrimental effects. These results
highlight that operational performance in BPO firms is shaped not only by strategic and technological
choices but also by the effectiveness of integrity and risk management mechanisms.

The study further confirms that operational performance plays a mediating role in strengthening good
governance. This finding suggests that governance quality is not solely determined by formal structures
or compliance mechanisms, but is closely embedded in the effectiveness of daily operational processes.
In the context of Malaysian BPO firms, governance emerges as an outcome of how well outsourcing
strategies and digital risks are managed at the operational level.

From a theoretical perspective, this research reinforces the relevance of agency theory and stakeholder
theory in digital outsourcing environments, while also extending resource-based perspectives by
demonstrating how external partnerships and internal risk controls jointly influence performance and
governance outcomes. By integrating fraud risk and cyber threat into the outsourcing performance
model, the study contributes to a more comprehensive understanding of governance dynamics in
information-intensive service industries.
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Overall, the findings indicate that achieving sustainable governance in BPO firms requires more than
efficiency-driven outsourcing decisions. Instead, firms must align outsourcing strategies with robust
digital risk management and operational control systems, positioning governance as an integral outcome
of operational design and strategic execution rather than a standalone compliance function.

IMPLICATIONS

The findings of this study generate several important implications for practice, regulation, and theory.
Managerial Implications.

For BPO executives, the results underscore the need to reconceptualise outsourcing as a strategic
capability rather than a purely cost-driven decision. Effective outsourcing strategies must be supported
by strong data security infrastructures and proactive fraud risk management to sustain operational
performance. Managers should integrate cybersecurity controls, fraud detection mechanisms, and
performance monitoring systems into daily operations to ensure that efficiency gains from outsourcing
do not come at the expense of governance quality.

Governance and Regulatory Implications.

For regulators and stakeholders, the study highlights the importance of strengthening oversight
frameworks for BPO firms operating in digital and data-intensive environments. Regulatory
assessments should extend beyond formal governance disclosures to include evaluations of operational
performance, digital risk exposure, and internal control effectiveness. Enforcing data protection
standards, cybersecurity requirements, and outsourcing accountability mechanisms is critical for
safeguarding trust and resilience in the BPO sector.

Theoretical Implications.

This research contributes to the literature by extending agency and stakeholder theories into the context
of digital outsourcing and operational governance. By empirically linking operational performance to
governance outcomes, the study supports a multi-layered view of firm resilience in which governance
is shaped by strategic, technological, and operational factors simultaneously. This perspective enriches
existing governance and outsourcing research in emerging digital economies.

LIMITATIONS AND FUTURE RESEARCH

Despite its contributions, this study is subject to several limitations. First, the use of cross-sectional data
covering the 2021 to 2024 period limits the ability to make strong causal inferences regarding the
relationships among outsourcing strategy, digital risks, operational performance, and governance.
Longitudinal research designs could provide deeper insights into how these relationships evolve.
Second, the sample is limited to BPO firms listed on Bursa Malaysia, which may not fully represent
smaller or non-listed outsourcing providers that operate under different governance and risk conditions.
Future studies could expand the scope by including private firms or conducting comparative analyses
across countries and regulatory environments.

Third, while SEM PLS is well-suited for predictive modelling and theory development, alternative
methodological approaches such as covariance-based SEM or mixed methods designs may yield
additional insights. Incorporating qualitative evidence through interviews or case studies could further
enrich the understanding of how managers perceive and manage fraud and cyber risks in outsourcing
contexts.

Future research may also explore additional moderating or mediating variables, such as organisational
culture, digital maturity, or regulatory intensity, to refine the performance governance framework
proposed in this study. Comparative studies across industries or regions would further enhance the
generalisability and policy relevance of the findings.
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